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Preface 


I  am  confident  that  this  paper  is  only  one  of  many  that  will  address  multi-national 
operations  and  the  US  military’s  role  in  the  future.  This  is  an  exeiting  era  where 
everything  is  ehanging  so  fast  ineluding  the  way  we  are  dealing  with  eonfiiet  and  war. 
The  US  military  has  spent  several  years  realizing  the  neeessity  of  “jointness”  where  the 
serviees  eome  together  to  form  one  powerful  military  to  defend  vital  interests  or  those  of 
her  allies.  Regardless  of  whether  true  jointness  has  been  aequired — the  time  has  eome  to 
become  multi-national.  In  the  future  the  US  must  not  go  to  war  alone — the  time  to  make 
multi-national  interoperability  a  priority  is  now! 

I  would  like  to  thank  several  individuals  for  their  assistance  in  this  study.  First,  from 
O’Fallon,  Illinois  my  12  year  old  daughter,  Melissa,  for  understanding  that  her  Mother 
was  where  she  needed  to  be  this  year,  and  fond  appreeiation  towards  my  husband  for 
keeping  our  family  together  during  my  absenee.  A  speeial  thank  you  to  Colonel 
Sheridan,  Commandant,  Air  Command  and  Staff  College,  for  agreeing  to  be  my  Faeulty 
Resouree  Advisor.  Col  Sheridan  provided  great  adviee,  while  exereising  patienee  with 
me,  as  I  eonducted  the  researeh  required  to  write  this  paper.  I  was  given  the  opportunity 
to  interview  the  professional  military  men  and  women  from  the  armed  serviees  on  the 
Joint  Staff  at  the  Pentagon,  Air  Mobility  Command,  and  the  Tanker  Airlift  Control 
Center.  Their  professionalism  in  addressing  my  questions  was  truly  outstanding.  While 


VI 


the  number  is  too  large  to  note  eaeh  of  these  offieials,  a  speeial  debt  of  gratitude  is  owed 
to  General  Richard  B.  Myers,  Brig  Gen  Groom,  and  Brig  Gen  Hawk. 
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Abstract 

Recently,  the  Joint  Chiefs  of  Staff  voiced  concern  that  JV  2020  will  impact  future 
multi-national  operations.  Because  of  the  pursuit  of  technology  on  the  battlefield,  the  US 
may  be  leaving  her  friends  and  allies  behind.  My  hypothesis  is  that  while  there  is 
definitely  a  technology  gap  between  US  force  capabilities  and  that  of  our  allies/coalition 
partners,  the  problems  of  multi-national  interoperability  go  much  deeper.  In  fact,  given 
our  National  Security  Strategy  (NSS),  the  US  must  be  prepared  to  “go  it  alone”  into  battle 
if  ever  called  to  do  so,  hence  our  high  tech  systems  are  critical  to  support  our  NSS.  But, 
more  than  likely,  we  will  fight  future  conflicts  as  part  of  a  coalition,  and  hence  to  be  best 
prepared  for  this  likely  course  of  future  events,  all  the  components  of  multi-national 
interoperability  (training,  policy,  doctrine,  personnel,  materiel,  logistics,  support,  and 
technology)  must  get  higher  priority  billing  for  resources  and  support  within  the  United 
States  Government  and  with  our  allies  and  coalition  partners.  The  United  States  this  past 
year  spent  twice  as  much  money  on  defense  than  the  other  members  of  NATO  total. 
Some  current  major  multi-national  operation  initiatives  are  the  NATO-led  multi-national 
operation  systems  architecture,  and  the  Combined  Wide  Area  Network  managed  by  the 
Directorate  of  Command,  Control,  Communications,  and  Computers  (C4).  The  JV  2020 
appropriately  addresses  multi-national  operations  and  future  considerations  that  will 
allow  the  US  to  participate  effectively  in  them.  There  are  many  technological  initiatives 
underway  that  have  been  previously  identified  as  gaps  during  multi-national  operations. 
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If  we  truly  believe  that  we  will  not  go  to  war  alone  in  the  future  then  what  ehoice  do  we 
have  but  to  make  multi-national  interoperability  a  very  high  priority  today? 
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Chapter  1 


Introduction 

“We  have  learned  that  we  cannot  live  alone  at  peace.  We  have  learned 
that  our  own  well  being  is  dependent  on  the  well  being  of  other  nations  far 
away.  We  have  learned  to  be  citizens  of  the  world,  members  of  the  human 
community.  ” 

—  President  Franklin  Delano  Roosevelt 

The  purpose  of  this  paper  is  to  prove  that  while  there  is  definitely  a  teehnology  gap 
between  US  forees  eapabilities  and  that  of  our  allies/eoalition  partners,  the  problems  of 
multi-national  interoperability  go  mueh  deeper.  In  faet,  given  our  National  Seeurity 
Strategy  (NSS),  the  US  must  be  prepared  to  “go  it  alone”  into  battle  if  ever  ealled  to  do 
so,  henee  our  high  teeh  systems  are  eritieal  to  support  our  NSS.  But  more  than  likely,  we 
will  fight  future  eonfiiets  as  part  of  a  eoalition,  and  henee  to  be  best  prepared  for  this 
likely  eourse  of  future  events,  all  the  eomponents  of  multi-national  interoperability 
(training,  poliey,  doetrine,  personnel,  materiel,  logisties,  support,  and  teehnology)  must 
get  higher  priority  billing  for  resourees  and  support  within  the  United  States  Government 
and  with  our  allies  and  eoalition  partners.  This  paper  will  diseuss  today’s  eomplex 
environment:  Joint  Vision  2020  (JV  2020)  as  it  pertains  to  multi-national  interoperability. 
Operation  Allied  Foree,  eurrent  interoperability  initiatives,  the  future,  and 
reeommendations.  If  the  US  is  truly  serious  about  aehieving  JV  2020,  “America’s 
Military:  Preparing  for  Tomorrow,  ”  the  US  military  team  must  eontinue  to  strive  to 
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ensure  available  means  are  targeted  toward  this  goal — ^whieh  means,  as  previously  stated, 
the  eomponents  of  multi-national  interoperability  should  beeome  a  high  priority. 


Background 

As  stated  in  the  Air  Command  and  Staff  Researeh  Database,  reeently  the  JCS  voiced 
concern  that  JV  2020  will  impact  future  multi-national  operations.  Because  of  the  pursuit 
of  technology  on  the  battlefield,  the  US  may  be  leaving  her  friends  and  allies  behind. 
Unable  or  unwilling  to  match  the  pace  or  extent  of  US  force  modernization,  multi¬ 
national  partners  may  no  longer  be  able  to  effectively  integrate  with  US  forces  on  the 
battlefield.^  The  US  National  Security  Strategy  emphasizes  the  importance  of  working 
with  other  international  organizations  or  coalitions  in  support  of  building  security  in  the 
next  century.  It  is  also  worth  noting  that  the  strategy  states  when  necessary  the  US  will 
be  prepared  to  act  alone: 

International  cooperation  will  be  vital  for  building  security  in  the  next 
century  because  many  of  the  challenges  we  face  cannot  be  addressed  by  a 
single  nation.  Many  of  our  security  objectives  are  best  achieved  -  or  can 
only  be  achieved  -  by  leveraging  our  influence  and  capabilities  through 
international  organizations,  our  alliances,  or  as  a  leader  of  an  ad  hoc 
coalition  formed  around  a  specific  objective.  Leadership  in  the  United 
Nations  and  other  international  organizations,  and  durable  relationships 
with  allies  and  friendly  nations,  are  critical  to  our  security.  A  central 
thrust  of  our  strategy  is  to  strengthen  and  adapt  the  formal  relationships  we 
have  with  key  nations  around  the  world,  create  new  relationships  and 
structures  when  necessary,  and  enhance  the  capability  of  friendly  nations 
to  exercise  regional  leadership  in  support  of  shared  goals.  At  other  times, 
we  seek  to  shape  a  favorable  international  environment  outside  of  formal 
structures  by  building  coalitions  of  like-minded  nations.  But  we  must 
always  be  prepared  to  act  alone  when  that  is  our  most  advantageous 
course,  or  when  we  have  no  alternative.^ 

There  is  a  transatlantic  capability  gap  most  pronounced  in  cutting-edge  areas  of 
warfare,  such  as  precision  strike,  command-and-control,  and  intelligence,  associated  with 
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the  emerging  Revolution  in  Military  Affairs  (RMA).  Before  the  Kosovo  Operation, 
defense  analysts  on  both  sides  of  the  Atlantic  worried  that  US  programs  to  incorporate 
information  technologies  into  the  armed  forces  would  outpace  the  efforts  of  other  alliance 
members."^  As  a  result,  as  the  US  invests  in  a  new  generation  of  military  technology, 
many  allies  continue  to  fall  behind.^ 


Methodology 

A  literature  search  was  conducted  to  identify  the  current  multi-national 
interoperability  initiatives.  Information  was  also  collected  from  the  Vice  Chairman  of  the 
Joint  Chiefs  of  Staff  from  a  personal  interview.  Interviews  were  also  conducted  with  JCS 
professionals  from  the  Directorate  for  Strategic  Plans  and  Policy  (J5),  Command, 
Control,  Communications,  and  Computer  Systems  Directorate  (J6),  and  Operational 
Plans  and  Joint  Force  Development  Directorate  (J7).  The  literature  search  and  personal 
interviews  were  then  used  to  address  the  purpose  of  the  paper  which  is  to  argue  that  the 
overriding  factor  of  multi-national  interoperability  is  one  of  resource  allocation,  not 
technology,  by  the  US,  allies,  and  coalition  partners. 

Limitations 

The  focus  of  technology  in  this  research  is  Command,  Control,  Communications  and 
Computers  (C4)  and  will  not  include  stealth  programs,  future  weaponry,  or  political 
issues. 
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Definitions 


Key  terms  sueh  as  multi-national  operations,  eoalition,  allianee,  interoperability, 
resouree,  jointness,  and  C4  will  be  used;  therefore,  it  is  neeessary  to  provide  eommon 
definitions.  Multi-national  operations  is  a  eolleetive  term  used  to  deseribe  military 
actions  conducted  by  forces  of  two  or  more  nations  usually  undertaken  within  the 
structure  of  a  coalition  or  alliance.^  Coalition  is  an  ad  hoc  arrangement  between  two  or 
more  nations  for  common  action.’  An  alliance  is  a  result  of  formal  agreements  between 
two  or  more  nations,  for  broad  long-term  objectives.^  Resource  in  this  context  refers  to 
personnel,  time,  and  money.^  Command,  control,  communications,  and  computer  (C4) 
systems  —  integrated  systems  of  doctrine,  procedures,  organizational  structures, 
personnel,  equipment,  facilities,  and  communications  designed  to  support  a  commander’s 
exercise  of  command  and  control  across  the  range  of  military  operations.'*^  The  term 
joint  (jointness)  connotes  activities,  operations,  organizations,  etc.,  in  which  elements  of 
two  or  more  Military  Departments  participate." 

A  Broad  Definition  of  Interoperability 

Interoperability  is  a  measure  of  the  degree  to  which  various  organizations  or 

individuals  are  able  to  operate  together  to  achieve  a  common  goal.  Interoperability  is 

1 2 

desirable  with  overtones  of  standardization,  integration,  cooperation,  and  even  synergy. 

Interoperability  can  occur  at  various  levels — strategic,  operational,  tactical  and 
technological.  Normally,  interoperability  issues  are  likely  to  be  raised  when  problems 

1  T 

emerge.  Interoperability  is  taken  for  granted  when  problems  are  not  present. 

Interoperability  comes  at  a  price — it  is  not  cheap.  Costs,  however,  may  be  difficult 
to  define  and  estimate  because  they  consist  of  military  expenditures  to  enhance 
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interoperability  as  well  as  eeonomie  and  politieal  eosts  ineurred.  Therefore,  the  issue 

beeomes  what  kinds  of  interoperability  are  worth  what  eosts.  The  following  definition 

for  interoperability  is  appropriate  due  to  its  various  levels  and  multiple  dimensions: 

The  ability  of  systems,  units,  or  forees  to  provide  services  to  and  accept 
services  from  other  systems,  units,  or  forces,  and  to  use  the  services  so 
exchanged  to  enable  them  to  operate  effectively  together.'"^ 

However,  the  complexity  of  interoperability  and  its  multiple  dimensions  make  it 

difficult  to  understand  the  nature  of  the  benefits,  costs,  and  tradeoffs  that  the  US  and 

NATO  allies  will  face  in  future  efforts  to  improve  the  interoperability  of  coalition  forces. 

In  fact,  much  of  the  value  of  interoperability  is  intangible  and  not  easily  measured  or 

quantified  as  described  below  from  Myron  Hura,  et  al.  Interoperability:  A  Continuing 

Challenge  in  Coalition  Air  Operations . 

Interoperability  supports  US  national  security  and  US  national  military 
strategies.  It  can  enable  coalition  building  with  coalition  partners.  It  can 
sustain  coalitions  by  reducing  the  costs  of  participation  and  increasing 
burden  sharing.  And  it  offers  an  opportunity  to  enhance  future  coalition 
operations.  This  final  benefit  confers  additional  advantages  beyond  the 
specific  coalition  operation.  For  example,  effective  allied  forces  will  be 
better  able  to  carry  the  continued  burden  of  peace  operations  while  US 
forces  can  be  re-deployed  to  a  major  crisis  or  to  an  MTW.  Furthermore, 
effective  and  efficient  coalitions  will  improve  the  prospects  that  coalition 
partners  will  join  future  coalitions.*^ 

The  Directorate  for  Command  and  Control,  Communication  and  Computer  (C4) 

Systems,  J6I,  offers  the  following  comment  relative  to  interoperability: 

Everyone  equates  interoperability  with  ability  to  communicate  aka  C4. 

There  is  more  to  it  than  that.  A  lack  of  common  procedures  and  doctrine 
will  limit  our  ability  to  share  battlespace  just  as  much  as  C4  problems. 
Another  problem  is  that  US  initiatives  to  improve  interoperability  are 
frequently  seen  as  a  “Buy  US”  effort,  while  at  the  same  time  the  allies 
frequently  do  not  back  up  their  complaints  with  concrete  action  to  improve 
interoperability — it’s  a  2-way  street. 
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Joint  Vision  2020 


Since  the  JCS  has  voiced  concern  that  by  the  US  achieving  goals  set  forth  in  JV 
2020,  her  allies  and  those  involved  in  multi-national  operations  will  be  left  behind  unable 
to  contribute  to  the  fight.  Therefore,  it  is  important  to  address  the  contents  of  JV  2020. 
JV  2020,  particularly  the  seetions  on  interoperability,  multi-national  operations,  and 
command  and  control,  acknowledges  the  fact  that  the  United  States  when  operating  as 
part  of  a  multi-national  operation  may  be  technologieally  advanced.  This  vision  also 
addresses  future  eourses  of  action  necessary  to  adapt  to  multi-national  operations.'^ 
More  importantly  the  seareh  for  innovation  must  encompass  the  entire  context  of  joint 
operations — which  means  the  Armed  Forces  must  explore  changes  in  doctrine, 
organization,  training,  materiel,  leadership  and  education,  personnel,  and  facilities  as  well 
as  teehnology.  The  ultimate  goal  is  to  develop  reasonable  approaches  with  enough 
flexibility  to  reeover  from  errors  and  unforeseen  circumstanees.  This  vision  is  centered 
on  the  joint  foree  in  2020  addressing  flexibility  and  responsiveness  as  key  to  operational 
suecess  in  the  future.  One  could  argue  that  multi-national  operations  should  be  the  center 
of  the  vision.  During  an  interview,  on  16  Jan  01,  the  Viee  Chairman  of  the  Joint  Chiefs 
of  Staff  shared  with  me  when  discussing  the  issue  of  multi-national  operations  “We  must 
get  our  own  house  in  order  first.”  The  Vice  Chairman  meant,  in  other  words,  fix  our  joint 
issues  first.  This  might  be  difficult  to  do  since  multi-national  operations  issues  must  be 
addressed  today.  JV  2020  emphasizes  interoperability  as  the  foundation  of  effective 
joint,  multi-national,  and  interagency  operations.'^ 
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Interoperability 

As  stated  in  JV  2020  interoperability  is  the  foundation  of  effective  joint,  multi¬ 
national,  and  interagency  operations/^  The  vision  further  indicates  that  the  joint  force 
has  made  significant  progress  toward  achieving  an  optimum  level  of  interoperability  but 
that  there  must  be  a  concerted  effort  toward  continued  improvement  when  conducting 
future  operations.  The  areas  of  improvement  include  refinement  of  joint  doctrine, 
further  development  of  common  technologies  and  processes,  exercises,  personnel 
exchanges,  agreement  on  standardized  operating  procedures,  individual  training  and 
education,  and  planning.  In  addition,  highly  skilled  professionals,  that  understand 

interoperability  issues,  are  necessary  to  teach  members  to  appreciate  the  full  range  of 

22 

capabilities  available  to  them. 

Multinational  Operations 

JV  2020  recognizes  that  potential  multi-national  partners  will  possess  varying  levels 
of  technology,  coupled  with  a  tailored  approach  to  interoperability,  will  accommodate  a 
wide  range  of  needs  and  capabilities.  This  document  further  states  that  the  US  must  be 
capable  of  operating  with  allies  and  coalition  partners  whom  may  be  technologically 
incompatible,  particularly  at  the  tactical  level. In  addition  to  the  interoperability  issue, 
information  is  another  consideration  when  discussing  multi-national  operations. 

The  existence  of  these  relationships  does  not  imply  access  to  information  without 

constraints.^^  The  US  participating  in  a  multinational  operation  must  exercise  suitable 

26 

judgement  regarding  the  protection  of  sensitive  information  and  information  sources. 
Information  sharing  is  necessary  in  multi-national  operations  to  maintain  the  tempo  of 

27 

integrated  operations  and  obtain  a  mutual  understanding  of  the  operating  procedures. 
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The  primary  means  to  extending  the  joint  vision  to  multi-national  operations  is  through 

28 

command  and  control. 

Joint  Command  and  Control 

Command  and  control  includes  planning,  directing,  coordinating,  and  controlling 
forces  and  operations,  and  is  focused  on  the  effective  execution  of  the  operational  plan; 
but  the  central  function  is  decision  making.  The  increased  importance  of  multi-national 
and  interagency  aspects  of  the  operations  add  complexity  and  heightens  the  challenge  of 
effective  command  and  control.  The  expanding  roles  for  multi-national  and  interagency 
partners  will  require  collaborative  planning  capabilities,  technological/interoperability, 
and  mechanisms  for  efficient  information  sharing.  The  thrust  of  the  command  and 
control  section  of  JV  2020  is  that  it  should  be  conceptually  based  rather  than  technology 
or  material  based.  JV  2020  also  states  that  command  and  control  serves  as  a  focal  point 
for  humans  and  technology,  evolving  operational  capabilities,  and  the  capabilities  of  the 
services.  The  development  of  effective  joint  command  and  control  for  the  future  will 
require  rigorous  and  wide-ranging  experimentation  focusing  on  organizational  innovation 
and  doctrinal  change.  I  believe  that  if  JV  2020  is  implemented  according  to  the  way  it 
is  written  the  advancement  in  technology  by  the  US  should  not  adversely  impact  the 
effectiveness  of  a  multi-national  operation.  I  am  not  confident,  however,  that  all  the 
suggestions  pertained  to  US  advances  in  technology  and  interoperability  relative  to  multi¬ 
national  operations  are  being  acted  upon. 

Notes 

'  Statement  contained  in  the  ACSC  Data  Base,  December  1999. 

A  National  Security  Strategy  for  a  New  Century,  December  1999. 
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1994. 
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^  Webster’s  Third  New  International  Dietionary,  G.  &  C.  Merriam  Publisher, 
Springfield  Massaehesetts,  U.S.A. 
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1994. 
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Chapter  2 


A  Complex  Environment 


Almost  every  time  military  forces  have  deployed  from  the  US  it  has  been 
as  a  member  of— most  often  lead — coalition  operations. 

—  General  Robert  W.  Riscassi,  USA 

The  dramatie  shift  in  international  strategic  circumstances  occasioned  by  the  Soviet 
collapse  requires  a  shift  in  the  pursuit  of  our  goals  as  well  as  strategy.  It  is  not  a  shift  to 
“normalcy.”  The  environment  today  is  enormously  complex — it  requires  a  shift  in 
thinking  from  posturing  against  a  single  enemy  to  preparing  for  an  uncertain  threat.  The 
US  Military  will  likely  fight  future  wars  as  part  of  a  multi-national  operation.  JV  2020 
prepares  America’s  Armed  Forces  to  fight  and  win  the  nation’s  wars  in  the  future.'  In  this 
post-Cold  War  era,  the  maintenance  of  a  decent  and  hospitable  international  order 
requires  continued  American  leadership  to  resist,  and  when  possible  undermine  rising 
dictators.  American  leadership  is  also  crucial  to  defend  against  biochemical  and 
asymmetrical  threats,  weapons  of  mass  destruction,  terrorist  attacks,  and  provide 
assistance  to  those  struggling  against  the  more  extreme  manifestations  of  human  evil. 
Of  course,  there  are  also  those  uncertain  “wild  cards”  that  the  US  must  contend  with  in 
the  future.  Americans  must  shape  this  order,  for  if  refrained  from  doing  so,  others  will 

-5 

shape  it  in  ways  that  reflect  neither  interests  nor  US  values— this  should  be  no  surprise. 
Today’s  international  system  is  built  not  around  a  balance  of  power  but  around  an 
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American  leader  on  the  world  stage."^  The  international  financial  institutions  were 
fashioned  by  Americans  and  serve  American  interests.^  The  international  security 
structures  are  chiefly  a  collection  of  American-led  alliances.^  What  Americans  like  to 
call  international  “norms”  are  really  reflections  of  American  and  West  European 
principles.^  Since  today’s  relatively  benevolent  international  environment  is  a  product  of 
influence  from  a  leader  on  the  world  stage,  any  lessening  of  that  influence  will  allow 

o 

others  to  play  a  larger  part  in  shaping  the  world  to  suit  their  needs.  The  future  is  in 
collaboration  and  shared  information.  This  country  must  be  prepared  to  “win”  across  the 
full  range  of  military  operations  in  any  part  of  the  world;  to  operate  with  multinational 
forces;  and  to  coordinate  military  operations,  as  necessary,  with  other  government 
agencies  and  international  organizations.  Sharing  information  and  collaboration  are 
critical.^  States  such  as  China  and  Russia,  if  given  the  chance,  would  configure  the 
international  environment  quite  differently.^'^  America  with  the  help  of  her  multi-national 
partners  must  continue  to  shape  the  international  order. 

During  an  interview,  16  Jan  01,  the  Vice  Chairman  of  the  Joint  Chiefs  of  Staff, 
General  Richard  B.  Myers  indicated  that  the  US  is  not  at  the  level  needed  as  far  as 
compatibility  in  the  area  of  C4I  with  the  majority  of  the  US  allies.  He  further  indicates 
that  we  can  talk  together  and  share  some  data,  but  not  at  the  level  needed  in  today’s 
combat  environment. 
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Shifting  from  the  ‘Cold-War  Mentality ’...changing  the  paradigm! 

There  has  been  a  gap  during  some  of  our  operations.  As  we  have  gotten 
more  sophisticated  in  the  field  of  C4I  and  our  allies  have  spent  less  money 
in  these  areas.  Some  of  it  has  been  caused  by  technological  difference  and 
some  of  it  has  been  caused  by  our  security  regulations  not  changing  with 
the  time.  We  still  have  a  Cold  War  mindset  that  we  need  to  overcome. 

— General  Riehard  B  Myers 

The  US  Military  of  today  finds  itself  in  a  very  different  situation  than  that  of  the 
Cold  War  years  leading  up  to  the  eollapse  of  the  Soviet  Union.  The  world  has  ehanged, 
therefore,  the  US  Military  must  also  appropriately  evolve  to  be  able  to  influenee  world 
order  and  proteet  US  national  seeurity.  Sinee  the  Cold  War  the  US  military  has  reshaped 
the  strueture  of  the  military  from  one  of  eontainment  to  one  of  an  expeditionary  nature. 

An  example  of  how  the  US  military  has  evolved  is  the  Expeditionary  Air  Foree 
(EAF)  eoneept.  The  EAF  is  how  the  Air  Foree  organizes,  trains,  and  equips  to  better 
meet  today’s  ehallenges — to  be  “mobile  warriors.”^  ^ 

The  Air  Expeditionary  Foree  (AEF)  is  a  group  of  eapabilities  within  the  Air  Foree 
designed  to  meet  a  speeifie  theaters’  requirement,  provides  total  foree  paekaging  to 
inelude  eombat  air  forees,  humanitarian  relief  eapability,  airlift  and  eombat  support 
units.  The  AEFs  will  provide  unique  needs  to  the  theater  eombat  commander  and 
CINCs  using  the  total  force.  The  culture  will  be  expeditionary— moving  away  from  the 
fixed  base  mind-set  of  the  past.  Operationally  the  focus  is  on  the  capability  to  rapidly 
deploy  worldwide  emphasizing  light,  lean,  and  lethal  elements  as  key. 

During  an  AEF  update,  18  Jan  01,  the  Chief  of  Staff  of  the  Air  Force,  General  Ryan, 
put  the  respective  Air  Force  “functional  areas”  to  task  to  ensure  each  career  field 
develops  its  unit  type  codes  right-sized  and  ready  to  deploy  rapidly!  His  goal  may  best 
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be  summed  up  in  his  statement:  “When  I  press  the  war  button,  I  want  to  see  the  entire 

1  -5 

Air  Foree  light  up!”  Due  to  the  faet  that  there  is  less  US  forward  presenee  around  the 
world  a  heavier  relianee  on  others  for  “footholds”  exists.  As  the  US  military  deploys 
AEFs  worldwide  to  proteet  US  vital  interests,  it  is  more  eritieal  than  in  the  past  that  the 
US  is  able  to  partieipate  effeetively  in  multi-national  operations. 

Another  shift  in  thinking  sinee  the  eold  war  is  not  to  eonduet  business  as  usual  but  to 
examine  our  polieies  and  proeesses.'"^  For  example,  during  Operation  Allied  Foree  the 
laek  of  interoperability  within  the  US-NATO  eommand,  eontrol,  and  eommunieation 
(C3)  arehiteeture  was  a  ehallenge.^^  NATO  elassified  produets  were  developed  and 
distributed  using  the  Crisis  Response  Operations  NATO  Open  System  (CRONOS). 
While  at  the  same  time  sensitive  US  produets  were  produeed  and  disseminated  using  a 
Seeure  Internet  Protoeol  Network  (SIPRNet)  whieh  is  available  only  to  individuals  with  a 
US  Seeret  elearanee.  Current  US  seeurity  poliey  does  not  allow  for  loeal  area  networks 
(i.e.  CRONOS  or  SIPRNet)  with  different  levels  of  olassifieation  to  be  eonneeted.  Air 
operations  were  adversely  impaeted  by  this  laek  of  interoonneetivity.*^  There  were  eases 
where  eritieal  operational  and  intelligenee  produets,  sueh  as  air  tasking  orders  and 
mission  reports,  were  not  disseminated  in  time  to  US  forward  units  due  to  laek  of  aeeess 

to  NATO  networks.  As  a  result  of  this  laek  of  interoperability  within  the  C3 

2  1 

arehiteeture  unneeessary  duplieation  of  effort  oeeurred  to  an  already  overworked  staff. 

Another  example  of  business  as  usual  was  during  the  US  purchase  of  the  Secure 
Telephone  Equipment  (STE).  to  consider  multi-national  interoperability  as  part  of  the 
criteria  within  the  acquisition  process.  The  STE  system  enables  the  joint  US  forces  to 
communicate  worldwide  with  each  other.  The  current  general  user  secure  voice 


13 


instrument,  the  Seeure  Telephone  Unit,  Third  Generation  (STU-III)  is  out  of  produetion 
and  beeoming  diffieult  and  expensive  to  support?^  It  must  be  replaeed.  The  STE  offers 
many  positive  features:  interoperability  with  the  STU-III,  very  portable  and  usable 
worldwide,  quiek  eall  set  up  time,  simple  installation  and  set  up,  and  eomplianee  with 
worldwide  eonneetivity  standards. 

The  STE  system  has  a  plaee  in  the  Air  Eorees  future  seeure  voiee.^^  STE  offers 
higher  quality  voiee  and  higher  data  rates  at  higher  eost  per  terminal  with  additional  eost 
for  Integrated  Serviees  Digital  Network  (ISDN).  The  deviee  will  not  support 
interoperability  with  the  third  nation  STU-IIB.  The  DoD  is  aetively  working  to  resolve 
this  interoperability  issue.  This  initiative  is  eurrently  on  hold  while  eontraet  issues 

97 

eoneerning  NATO  standardization  is  being  addressed. 

In  order  to  suceessfully  aecomplish  national  security  objectives,  especially  now  in 
this  world  of  uncertainty,  serious  consideration  must  be  given  towards  the  US  Military’s 
ability  to  posture  itself  to  adapt  to  this  new  environment.  It  is  imperative  that  the  cold 
war  thinking  and  rules  are  recognized  and  eliminated. 

A  new  way  of  thinking,  however,  does  not  come  cheap.  As  the  US  invests  in  a  new 
generation  of  military  technology,  many  allies  continue  to  fall  behind.  European  defense 
spending  in  1999  was  roughly  half  that  of  the  US,  and  their  military  research  and 
development  spending  was  just  one-quarter  of  US  levels. The  US  spent  $47  billion 
dollars  on  procurement;  European  states  spent  $28  billion  dollars.  The  US  spent  $283 
billion  dollars  on  defense  in  1999.^^  The  European  members  of  NATO  spent  a  combined 
total  of  $174  billion  dollars,  and  many  NATO  allies  are  cutting  their  defense 
expenditure.  As  a  matter  of  fact,  what  European  governments  spend  goes  not  towards 
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technology  or  better  training,  but  towards  the  costs  of  short-term  conscripts,  pensions  and 

-5  1 

infrastructure. 

Sustaining  defense  expenditure  is  a  major  challenge  to  such  countries  as  France, 
Germany,  Italy,  the  Netherlands  and  Spain  that  have  yet  to  meet  the  Maastricht  Treaty’s 
criteria  for  government  debt.  Some  avenues  open  to  these  states  to  realize  efficiencies 
in  defense  spending  are  reforming  their  procurement  systems,  cutting  the  size  of  their 
armed  forces,  and  eliminating  excess  infrastructure.  Furthermore,  economic  factors 
complicate  the  capability  gap.^"^  The  weak  euro  has  made  American  military  technology 
more  expensive  in  Europe  and  increased  the  competitiveness  of  European  defense 
exports,  giving  European  governments  an  incentive  to  prioritize  exports  over 
procurement.^^ 

The  Vice  Chairman  of  the  Joint  Chiefs  of  Staff,  General  Richard  B.  Myers,  provides 

his  remarks  regarding  the  solution  to  allied  Command,  Control,  Communications, 

Computer  Systems,  and  Information  (C4I)  compatibility  problems: 

I  believe  it’s  a  combination  of  things.  We  need  to  ensure  that  we  don’t 
automatically  sacrifice  our  knowledge  superiority  when  we  do  coalition 
operations.  Knowledge  superiority  is  the  way  to  win  in  the  future.  I  think 
that  requires  us  to  share  information  with  our  allies  and  that  means 
walking  away  from  some  of  our  Cold  War  rules.  Our  allies  must  also 
make  the  appropriate  investment  in  technologies.  We  can’t  pay  for  all  the 
world’s  C4I  equipment. 

The  Command,  Control,  Communications,  and  Computer  (C4)  Directorate  provides 

the  following  comment  pertaining  to  allies  defense  spending: 

Our  allies  can  be  more  efficient  in  how  they  spend  their  defense  $,  most 
spend  a  far  higher  percent  than  we  do  on  Personnel,  plus  there  is  room  for 
cooperative  procurement  rather  than  each  of  19  NATO  countries  making 
the  same  infrastructure  investments  individually.  Plus,  remember — the 
US  spends  a  higher  percentage  of  GDP  on  defense  than  do  almost  all  of 
our  allies,  even  though  Europe’s  combined  GDP  is  almost  equal  to  ours — 
its  not  that  they  can’t  afford  to  spend  more,  they  just  don’t  choose  to. 
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Chapter  3 


Analysis  of  Operation  Allied  Force 


Our  forces  have  seen  firsthand  the  destruction  Milosevic  has  perpetrated 
against  his  own  people  in  Kosovo.  We  must  stay  the  course.  We  know 
NATO’s  mission  is  just  and  NATO’s  actions  justifiable,  and  we  know 
NATO ’s  forces  will  prevail.  It  may  take  time,  but  it  is  inevitable. 

—  General  Mike  Ryan 

Operation  Allied  Foree  provided  a  real  world  laboratory  for  Command,  Control, 
Communieations,  and  Computer  (C4)  interoperability  and  its  effects  on  the  joint  and 
multi-national  war  fighting  environment.  For  example,  for  the  first  time  NATO 
commanders  used  video  teleconferencing  as  a  major  instrument  for  exercising  command 
and  control.  These  video  teleconferences  spanned  the  strategic,  operational,  and  tactical 
levels  of  command  greatly  compressing  the  normal  command  and  control  processes.' 

From  24  March  through  9  June  1999  the  North  Atlantic  Treaty  Organization 
(NATO)  flew  more  than  38,000  sorties  prosecuting  the  air  war  over  Serbia.  The  US  Air 
Force,  in  support  of  NATO,  flew  78  days  of  intensive  aerial  combat  operations  with  the 
loss  of  only  two  manned  aircraft  and  no  casualties  as  a  result  of  enemy  action.  The  air 
campaign  successfully  allowed  NATO  to  achieve  its  overall  political  objectives  in  the 
Serbian  province  of  Kosovo. 

Documentation  states  that  interoperability  has  always  been  a  cornerstone  of  NATO 
and  is  tightly  integrated  into  all  its  policy,  procedures,  training  and  equipment.  I  believe 
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that  on  paper  this  may  be  true  but  operationally  I  do  not  believe  this  to  be  the  ease. 
Operation  Allied  Force  demonstrated  that,  in  many  respects,  NATO  has  not  achieved  a 
working  degree  of  interoperability.  An  examination  of  the  USAF  lessons  learned 
provides  insight  into  interoperability  issues  between  the  US  and  NATO  partners. 


US  Perspective... Operation  Allied  Force  Lessons  Learned 

The  Command,  Control,  Communications  and  Computer  (C4),  J6B  Directorate 

provides  the  following  comment  regarding  Operation  Allied  Force: 

During  Allied  Force,  US  personnel  were  not  allowed  to  process  NATO 
classified  information  on  the  SIPRNET.  NATO  security  policies  are  more 
stringent  than  US  policy  for  equivalently  classified  US  information.  Many 
US  organizations  have  a  requirement  to  store,  process  and  transmit  NATO 
classified  information  on  their  computer  networks.  We  are  pursuing 
revision  of,  or  relief  from,  NATO  security  policies  with  the  objective 
being  to  protect  and  handle  NATO  classified  in  the  same  manner  as  we 
treat  equivalently  classified  US  information.  Hard  as  this  is,  it  is  only  the 
first  step  toward  national  policy  changes  and  technology  advances, 
required  to  achieve  an  “anyone  can  plug  in”  filtering  capability  as  you 
describe.  We  are  also  working  to  address  joint  and  combined 
interoperability  issues  during  the  earliest  phases  of  acquisition  and 
planning. 

General  John  Jumper,  Commander  of  the  United  States  Air  Forces  in  Europe, 
outlined  the  following  areas  of  concern  related  to  interoperability,  which  directly  affected 
our  ability  to  operate  with  our  NATO  Allies  during  Operation  Allied  Eorce:  lack  of 
secure  communications,  availability  of  precision  guided  munitions,  ability  to  identify 
friend  or  foe  (IFF),  dissemination  of  operational  data  and  intelligence  products,  and 
dependence  on  US  strategic  mobility.  Due  to  the  limitations  of  this  paper  the  following 
areas  will  be  addressed:  lack  of  secure  communications,  ability  to  identify  friend  or  foe, 
and  dependence  on  US  strategic  mobility.  The  dissemination  of  operational  data  and 
intelligence  products  was  addressed  in  Chapter  2. 
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Lack  of  Secure  Communications 


Command  and  Control  Interoperability  concerns  had  many  facets— from  the  basics  of 
simply  not  having  enough  of  the  right  equipment  to  incompatible  hardware  and  software. 
Not  only  do  these  systems  operate  between  US  assets  but  also  between  NATO  Allies."^  In 
the  case  of  airborne  radio  communications,  not  all  aircraft  had  compatible,  jam-resistant, 
secure  radios  requiring  transmissions  to  be  made  “in  the  clear”  resulting  in  the  potential 
compromise  of  sensitive  information.  Secure  communications  between  NATO  and  US 
ground  activities  and  functions  were  also  not  reliable.^ 

Ability  To  Identify  Friend  or  Foe 

To  reduce  the  risk  of  fratricide  and  ensure  confidence  in  air-to-air  targeting, 
identification  of  friend  or  foe  (IFF)  is  absolutely  critical.^  The  ability  of  battle  managers 
to  maintain  an  accurate,  complete  picture  of  ongoing  air  operations  was  hampered 
because  several  types  of  allied  aircraft  were  not  equipped  with  the  necessary  IFF 
equipment  that  would  distinguish  them  from  enemy  aircraft.’  In  order  for  the  US  to 
maximize  beyond  visual  range  capability,  NATO  must  guarantee  that  all  its  members 

g 

have  an  effective,  compatible  combat  identification  system. 

Dependence  on  US  Strategic  Mobility 

Lastly,  NATO’s  ability  to  project  forces  was  not  evident  during  this  operation.^  The 
US  during  rapid  buildup  of  forces  provided  significant  strategic  airlift  and  mobility 
augmentation.^'^  NATO  partners  do  not  possess  the  airlift  capacity  necessary  to  transport 
large  numbers  of  forces  and  equipment.  Insufficient  air  mobility  assets  among  the  allies 
slowed  the  deployment  of  KFOR  ground  forces.  However,  the  buildup  was  highly 
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successful  despite  the  shortfall  in  airlift  capacity.  To  ensure  success  in  the  future,  we 
must  encourage  the  allies  to  develop  strategic  mobility  capability.'"^ 

It  is  fair  to  say  that  none  of  these  lessons  are  particularly  surprising,  but  when 
demonstrated  so  vividly  on  the  battlefield,  they  take  on  an  entirely  new  and  more 
dramatic  reality.'^  Kosovo  simply  reinforced  the  urgency  of  implementing  a  program  to 
close  these  previously  identified  gaps. 

Tackling  the  Problem 

The  Defense  Capabilities  Initiative  (DCI)  was  introduced  in  the  spring  of  1998  by 
Secretary  of  Defense  William  Cohen  and  was  formally  adopted  by  NATO  at  the  1999 
Washington  Summit.  The  aim  of  the  DCI  is  to  ensure  that  the  Alliance  can  meet  the 
security  challenges  of  the  21®'  century.  According  to  Lord  Robertson,  NATO  Secretary 
General,  “the  Defense  Capabilities  Initiative  is  designed  to  ensure  that  all  allies  not  only 
remain  interoperable,  but  that  they  also  improve  and  update  their  capabilities  to  face  the 
new  security  challenges.”  At  the  time  the  DCI  is  fully  implemented,  it  will  enhanee 
allied  military  capabilities  in  five  key  areas:  deployment  and  mobility,  sustainability  and 
logistics,  effective  engagement,  survivability  of  forces  and  infrastructure,  and  command 
and  control,  and  information  systems.  William  Cohen  reminded  attendees  at  a  reeent 
NATO  Defense  Ministers  meeting  that  “Kosovo  showed  the  need  for  progress  in  all  these 
areas  and  there  was  clear  agreement  at  the  conference  to  move  forward  on  all  fronts.”'^ 

A  fundamental  part  of  the  effort  to  achieve  information  superiority  is  the 
development  of  a  systems  arehitecture  that  can  be  used  to  guide  investment  and  isolate 
areas  for  improvement.  As  the  Command,  Command  and  Control  (C3)  arehitect  for  the 
Alliance,  the  NATO  C3  Agency  located  in  Brussels,  and  in  the  Hague,  NL,  has 
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2 1 

undertaken  this  important  work.  Building  on  their  prior  work  in  the  area,  they  are 
seheduled  to  have  eompleted  the  “as-is”  systems  baseline  by  the  end  of  2001  and  the 
objeetive  or  “referenee”  arehiteeture  by  the  end  of  2002.  The  arehiteeture  will  be  an 
important  tool  in  aehieving  interoperability  between  national  and  NATO  C2  systems. 

A  temporary  High-Level  Steering  Group  (HLSG)  was  established  to  oversee  the 
implementation  of  DCI  and  to  eoordinate,  prioritize,  and  integrate  the  efforts  of  other 
appropriate  NATO  eommittees.^"^  The  HLSG  is  working  hard  to  make  DCI  a  reality.^^ 
Aecording  to  Assistant  Seeretary  of  Defense  for  International  Security  Affairs  Franklin 
Kramer,  “the  HLSG  has  already  focused  high-level  attention  on  the  DCI  thereby  creating 
a  heightened  sense  of  purpose  and  urgency.”  Kramer  also  emphasized  that, 
“unresponsive  defense  budgets  continue  to  erode  Alliance  capabilities,  “  but  he  said  “that 
we  are  beginning  to  see  hopeful  signs  of  movement  towards  increased  defense 
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spending.” 
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Technology  transfer  is  a  continuing  topic  of  debate  within  NATO.  Sharing 

90 

technology  risks  national  economic  strength.  Although  NATO  is  a  military  alliance,  its 

TO 

member  nations  compete  against  one  another  in  world  markets.  Technology  transfer  is 
a  combination  of  the  willingness  to  buy  as  well  as  the  willingness  to  sell  products.  The 
US  protects  its  technology,  yet  wants  to  sell  its  products  in  world  markets.  The 
increasing  world  trade  combined  with  the  tremendous  pace  of  technical  innovation, 
makes  this  a  difficult  policy  to  balance.  Therefore,  it  can  be  said,  American  policies 
contribute  to  some  of  the  interoperability  issues. The  United  States  is  working  with 
several  NATO  partners  to  improve  the  export  licensing  system  within  the  DoD  and 
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reengineering  the  Foreign  Military  Sales  program. 
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One  other  item  of  interest  is  the  relationship  between  DCI  and  the  European  Seeurity 
and  Defense  Identity  (ESDI).  The  ESDI  fundamental  objeetive  is  for  European  nations  to 
establish  a  military  capability  to  perform  crisis  management  operations  in  cases  where 
NATO  chooses  not  to  become  engaged,  its  success  ultimately  depends  on  improving 
allied  military  capabilities  in  the  same  areas  targeted  by  the  DCI.  According  to  Franklin 
Kramer,  “The  success  of  ESDI,  like  that  of  DCI,  is  an  integral  part  of  equipping  the 
Alliance  with  the  tools  and  options  it  will  need  to  deal  with  the  challenges  of  the  new 
century.”^^ 

Operation  Allied  Force  achieved  many  successes  in  terms  of  Alliance  cooperation, 
but  fell  short  in  the  areas  of  secure  communication,  precision  guided  munitions, 
identification  of  enemy  forces,  electronic  distribution  of  critical  operational  and 
intelligence  products.  NATO  is  attempting  to  address  these  discrepancies  through  DCI. 
If  the  technology  gap  between  the  US  and  European  Allies  is  allowed  to  widen,  the 
ability  to  inter-operate  will  continue  to  be  challenged.  Again,  technology  is  an  issue  with 
multi-national  operations  but  it  is  only  one  of  many  issues.  Ford  Robertson  warns  that, 
“We  must  avoid...  a  two-class  NATO,  with  a  precision  class  and  a  bleeding  class.  That 
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would  be  politically  unsustainable.” 

Europe  has  recognized  the  disparities  in  capabilities  and  challenges  to 
interoperability  demonstrated  once  again  in  Operation  Allied  Force.  The  success  or 
failure  of  DCI  rests  with  our  European  Allies  and  their  willingness  to  provide  the 
necessary  funding  to  make  DCI  a  reality. 

According  to  Franklin  Kramer,  “the  hard  fact  remains,  however,  that  reform  is 
difficult  and  in  the  end  improved  capabilities  will  require  resources  -  or  at  least  no  more 
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cuts  in  defense  budgets  overall."^®  They  also  eall  for  the  politieal  will  to  ehange 

established  patterns  and  challenge  entrenched  ways  of  doing  business. 

The  Direetorate  for  Command  and  Control,  Communieation  and  Computer  (C4) 

Systems,  J6I,  provides  the  following  eomment  relative  to  DCI; 

The  DCI  target  of  interoperable  eommunieations  has  been  translated  by 
the  NATO  C3  Board  into  a  number  of  aetivities  needed  to  reaeh  that  goal. 
Overall,  the  US  and  the  allies  are  in  aeeord  on  these  aetivities  and  good 
progress  is  being  made.  Stress  between  US  and  NATO  is  always  present, 
partieularly  the  politieal  pressure  on  the  national  partieipants  to  ensure 
their  national  industry  has  a  share  in  NATO’s  follow-on  satellite 
eonstellation.  We  believe  there  are  valid  military  requirements,  which 
drive  us  toward  eertain  solutions.  Some  allies,  in  order  to  ensure  their 
industry  ean  eompete  for  the  eontraets,  seem  willing  to  aeeept  less  optimal 
solutions  that  we  believe  present  unaeeeptable  levels  of  risk.  With  or 
without  the  DCI,  such  stresses  will  be  present. 

Current  Multi-National  Operations...  Working  Issues 

We  need  to  ensure  that  we  don ’t  automatically  sacrifice  our  knowledge 
superiority  when  we  do  coalition  operations.  Knowledge  superiority  is  the 
way  to  win  in  the  future.  I  think  that  requires  us  to  share  information  with 
our  allies  and  that  means  walking  away  from  some  of  our  Cold  War  rules. 

Our  allies  must  also  make  the  appropriate  investment  in  technologies.  We 
can ’t  pay  for  all  the  world’s  C4I  equipment. 


— General  Riehard  B.  Myers 

There  are  many  US  military  professionals  doing  tremendous  work  on  the  Joint  Staff 
in  the  area  of  multi-national  operations.  The  C4  Direetorate,  Defense-Wide  Networks 
Division,  reeently  briefed  the  Military  Communieations  Eleetronie  Board  (MCEB)  on 
matters  sueh  as  the  Defense  Planning  Guidanee  (DPG),  and  the  latest  release  of  enerypted 
deviees  to  NATO."^^  Also,  the  Combined  Communieations  Eleetronie  Board  (CCEB) 
directed  engineering  of  a  Combined  Wide  Area  Network  (CWAN)."^^ 
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The  Defense  Planning  Guidance  FY  01-05  did  not  contain  any  coalition 
interoperability  language. However,  the  Defense  Planning  Guidance  FY  02-07 
addressed  coalition  interoperability  as  a  critical  enabler."^^  The  draft  Joint  Planning 
Document  (JPD)  FY  03-07  language  states  that  there  are  challenges  relative  to 
interoperability  between  coalition  and  allied  partners  and  that  we  will  continue  to  explore 
and  field  solutions  to  improve  interoperability  across  all  levels  of  military  operations."^^ 
The  recommendation  to  incorporate  this  language  into  FY  03-07  JPD  was  approved.  The 
JPD  is  on  hold  due  to  the  fact  that  the  new  administration  is  conducting  the  second 
Quadrennial  Defense  Review  (QDR).  The  multi-national  partners  will  soon  receive 
Internet  protocol  encrypted  devices  (both  voice  and  data),  SV-7  HAS  (El),  and  KG  175 
(4  to  45  MBS  IP  &  ATM).  CWAN  is  another  important  initiative,  which  will  address 
“lessons  learned”  from  previous  multi-national  operations. 

CWAN  is  technically  achievable!  It  will  provide  the  following  basic  features:  a 
means  for  strategic  and  operational  planning  staff  within  the  CCEB  nations  (Australian, 
Canada,  New  Zealand,  United  Kingdom,  and  US)  to  exchange  secure  e-mail  with 
attachments  to  assist  in  coalition  planning.  The  customers  will  be  the  US  audience, 
CINC,  and  Joint  Staff  planner  communities.  The  CCEB  CWAN  uses  existing  national 
C2  system  workstations.  It  will  be  expandable  to  Erance  and  Germany  later  on  and  also 
expandable  to  future  applications  and  CJTE  environment."^^ 
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CCEB  Basic  Architecture 


Figure  1  CWAN  Basic  Architecture 

CWAN  represents  an  information  environment  that  plaees  the  US  warfighting 
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decision-maker  on  a  peer-to-peer  network  with  allied  counterparts.  Within  that 
environment,  the  decision-makers  use  a  subset  of  their  national  command  &  control 
systems  to  directly  plan  and  execute  in  a  real-time  environment.'^^  The  concept  was 
proven  viable  in  Joint  Warfighter  Interoperability  Demonstrations  (JWIDs)  97  through 
00.^° 

These  JWIDs  acted  as  the  springboard  to  transition  the  CWAN  to  a  longer-term, 
combined  RT&E  network,  the  Combined  Federated  Battle  Laboratories  Network 
(CFBLNet).^'  Creation  of  the  CFBLNet  leverages  JWID  resources,  existing  US 
Federated  Battle  Laboratories  assets,  service/joint  experimentation  and  combined  battle 
laboratories/test  beds.^^  As  such  it  will  not  be  a  solely  US  owned/operated  network,  but  a 
combined  network  with  the  members  having  equal  say  in  its  utilization  and 
management. The  JWID  CWAN  and  CFBLNet  will  also  be  used  to  template  policies 
and  procedures  for  implementation  of  a  longer-term  operational  CWAN  or  rapid  creation 
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of  a  CWAN  for  operational  contingencies.^"^  The  CBFL  operates  at  a  Combined  Secret- 
Releasable  level  for  JWID  under  an  “Approval  to  Operate”  basis.  JWID  has  provided 
sufficient  documentation  to  permit  combined  security  accreditation  authorities  to  fully 
accredit  the  CFBLNet. 

The  Directorate  for  Operational  Plans  and  Joint  Force  Development  (J7)  has  just 
completed  a  Draft  Vision  Implementation  Plan.  This  instruction  conveys  the  Joint  Vision 
Implementation  Master  Plan  (JIMP)  and  provides  policy  and  guidance  for 
implementation  of  the  Chairman  of  the  Joint  Chiefs  of  Staffs  (CJCS’s)  long-range  vision 
document,  Joint  Vision  2020.  The  JIMP  describes  the  generation,  coordination,  approval, 
and  implementation  process  for  joint  Doctrine,  Organization,  Training,  Material, 
Leadership,  Personnel,  and  Facilities  (DOTMLPF)  recommends  and  defines  roles  and 
responsibilities  within  that  process.  Joint  Vision  in  this  CJCSI  refers  to  the  Chairman’s 
Joint  Vision  2020  document.^^ 

It  is  fair  to  say  that  right  now  it  is  very  challenging  in  today’s  environment  to 
strive  to  obtain  true  military  “jointness”  in  addition  to  capturing  the  multi-national 
operations  dynamics.  Although  the  professionals  on  the  Joint  Staff  are  working  very  hard 
with  the  services  to  capture  or  resolve  joint  issues  it  is  safe  to  conclude  that  there  is  still 
work  to  be  done  to  reach  “true  jointness.” 

In  summary,  the  US  is  staying  actively  engaged  in  the  multi-national  operations 
issues  and  has  made  much  progress  toward  multi-national  interoperability.  Great  ideas 
and  new  initiatives  take  dedicated  professionals  to  follow  through  and  make  multi¬ 
national  interoperability  happen!  In  order  to  focus  on  multi-national  initiatives  in  the 
future  we  must  take  a  hard  look  at  what  we  are  currently  focusing  on  and  perhaps  shift 
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our  energies,  do  more  with  less  or  inerease  our  workforce.  The  bottom  line  is  that 
resource  allocation  is  the  overriding  factor  to  achieve  our  multi-national  operations  goals, 
not  technology! 
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Chapter  4 


Recommendations  and  Conclusion 

The  bravest  are  surely  those  who  have  the  clearest  vision  of  what  is  before 
them,  glory  and  danger  alike,  and  yet  notwithstanding  go  out  to  meet  it. 

— ^Thucydides 

Emphasis  on  Multi-National  Operations 

The  first  recommendation  is  to  jumpstart  the  paradigm  shift  from  “jointness”  to 
“multi-national”  operations.  An  emphasis  plaeed  on  multi-national  operations  from 
highest  levels  of  government  through  every  echelon.  Discussions  with  organizations  at 
various  levels  indicate  uneasiness  about  what  this  leap  implies.  It  implies  we  should  not 
wait  until  “true  jointness”  is  reached  but  press  now  with  multi-national  operational  issues 
and  work  both  joint  and  multi-national  issues  simultaneously.  In  my  opinion,  true 
jointness  is  static  and  can  be  individual  perceptions.  When  dealing  with  more  than  one 
serviee  there  will  always  be  some  type  of  joint  issue  that  must  be  worked.  The  emphasis 
to  focus  on  both  joint  and  multi-national  operations  will  eliminate  any  fear  and  stimulate 
intellectual  discussion  on  both  topics. 

Campaign — “Teamwork — Key  to  Multi-National  Operations” 

The  second  recommendation  is  to  launch  a  year  long  eampaign  throughout  the  DoD, 
the  proposed  theme  would  be:  “Teamwork— Key  to  Multi-National  Operations.  ”  This 
campaign  will  serve  four  purposes:  ereate  synergy  around  multi-national  operations  as  a 
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priority,  instill  an  awareness  of  how  the  US  Military  will  fight  in  the  future,  provide  a 
means  to  edueate  DoD  professionals  on  the  subjeet,  and  inerease  eooperation  with  our 
allies  and  potential  multi-national  partners.  This  will  send  a  elear  message  that  in  the 
future  we  will  fight  as  part  of  a  team!  This  proposal  has  tremendous  possibilities.  The 
synergy  must  eome  from  the  highest  level  of  leadership.  The  Chairman  of  the  Joint 
Chiefs  of  Staff  must  support  this  message.  The  awareness  will  stimulate  intelleetual 
diseussions  throughout  the  DoD.  The  possibilities  are  tremendous.  Leaders  from  the 
State  Department,  sueh  as  Secretary  Powell,  could  support  this  campaign.  In  addition, 
this  will  generate  discussions  of  the  State  Department  processes  which  could  have 
unlimited  possibilities.  Senior  leadership  should  support  this  theme  at  every  opportunity 
through  speeches,  videos,  and  government  articles.  This  synergy  could  indicate  to  our 
allies  and  potential  multi-national  partners  that  this  is  a  priority  to  the  US  Military  and 
result  in  an  increased  interest  from  them  in  terms  of  their  participation.  At  the  conclusion 
of  the  year  the  US  Military  would  be  ready  to  transition  into  the  next  recommendation. 

Engage  Senior  International  Officers  and  Exchange  Officers 

The  third  recommendation  is  to  engage  Senior  International  Officers  and  Exchange 
Officers.  They  could  be  invited  as  guest  speakers  at  all  levels  of  the  DoD  to  include  the 
professional  military  schools.  They  would  discuss  what  it  means  to  be  a  part  of  a  Joint 
Task  Force.  Not  only  would  the  DoD  professionals  benefit,  the  open  discussion  could 
lead  to  the  identification  of  multi-national  issues  such  as  interoperability.  These  issues 
then  can  be  formally  addressed  perhaps  resulting  in  a  smoother  multi-national  operation 
in  the  future.  Professionals  from  the  State  Department  could  teach  the  ethnic  and  cultural 
differences  between  particular  countries.  In  addition,  place  international  officers 
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permanently  within  existing  eoalitions/multi-national  eombined  air  operation  eenters 
(CAOCs). 

Establish  Multi-National  Operation  Forums 

The  fourth  reeommendation  is  to  establish  forums  for  open  discussions  relative  to 
multi-national  operational  issues.  These  discussions  could  take  place  in  video 
teleconferences,  meetings,  and  conferences. 

Who’s  In  Charge? 

The  fifth  recommendation  is  to  establish  entities  at  the  MAJCOM  level  to  deal  with 
multi-national  operations  issues.  This  structure  will  support  a  single  entity  on  the  Joint 
Staff.  This  entity  on  the  Joint  Staff  will  then  be  the  single  point  of  contact  for  the 
Chairman  concerning  Multi-national  operations  issues. 

Currently,  JV  2020  is  written  in  the  Directorate  for  Strategic  Plans  &  Policy  (J5),  the 
JV  2020  Implementation  Plan  is  written  and  maintained  in  the  Directorate  for  Operational 
Plans  &  Interoperability  (J7),  and  the  Directorate  for  C4  (J6)  manages  the  technology 
issues.  Each  of  these  directorates  focus  on  some  aspect  of  multi-national  operations  and 
J5  combines  all  of  the  initiatives  to  a  single  briefing  to  the  Chairman.  This  should 
continue  as  at  least  a  hot  topic  briefing  to  the  Chief.  There  are  other  directorates  within 
the  Joint  Staff  that  I  have  not  mentioned  that  are  probably  working  similar  issues  they 
should  all  be  consolidated  within  J5. 

Build  Multi-National  Interoperability  Considerations  into  Acquisition 
Process/JROC 

The  sixth  recommendation  is  to  ensure  that  multi-national  interoperability 
considerations  are  built  into  the  Acquisition  Process  as  well  as  the  Joint  Requirement 


31 


Oversight  Committee  (JROC).  This  will  help  alleviate  delays  such  as  those  experienced 
with  the  Secure  Telephone  Equipment. 

Enforce  Discipline  into  the  Joint  Strategic  Planning  System  (JSPS) 

The  seventh  recommendation  is  for  the  CINCs  to  comply  with  the  JSPS  and  submit 
their  interoperability  requirements  through  the  integrated  priority  list  (IPL).  Because  this 
process  takes  time,  the  CINCs  routinely  take  dollars  from  somewhere  else  to  fund  a 
multi-national  operational  requirement.  By  establishing  “work  arounds”  the  issue  of  the 
cost  of  interoperability  can  not  be  formally  addressed. 

Multi-National  Operational  Exercises 

The  eighth  recommendation  is  to  continue  to  promote  multi-national  exercises. 
These  exercises  continue  to  improve  annually.  This  forum  provides  tremendous 
opportunities  in  terms  of  introducing  new  capabilities  and  addressing  issues  such  as 
interoperability.  Ultimately  these  exercises  better  prepare  the  multi-national  team  to  go 
to  the  fight! 

The  ninth  recommendation  is  to  continue  to  seek  resolution  pertaining  to  the 
SIPRNET  issue  involving  the  CINCs  ability  to  release  information  to  multi-national 
partners  during  an  operation.  This  issue  primarily  involves  the  Defense  Information 
System  Agency,  the  Director  of  C4  Systems  (J6),  the  National  Security  Agency,  and  the 
Defense  Intelligence  Agency. 

We  have  achieved  the  necessary  level  of  interoperability  to  succeed  in  past  conflicts 
and  will  continue  to  strive  for  the  necessary  level  of  interoperability  to  succeed  in  future 
conflicts.  We  acknowledge  the  need  to  improve  and  maintain  interoperability  with  our 
allies.  But,  the  greater  challenge  is  preparing  our  military  to  win  wars  and  contribute  to 
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peace  as  the  nation  deals  with  a  wide  range  of  interests,  opportunities,  and  challenges. 
The  warfighters  visions/concepts  such  as  JV  2010,  and  JV2020,  capture  how  the  military 
must  prepare  itself  for  that  greater  challenge.  Under  their  visions  and  concepts,  the  need 
for  decisive  force,  power  projection,  overseas  presence,  force  protection  and  strategic 
agility  often  leads  to  programs  and  projects  to  improve  C3  at  a  rate,  which  may  outpace 
allies  in  some  areas.  We  can  maintain  the  core  interoperability  required  through  ongoing 
allied  engagement.  ^ 

Today,  is  a  very  dangerous,  fast  pace  environment  where  it  is  very  difficult  to  predict 
what  tomorrow  will  bring.  Technology  is  causing  revolutionary  changes  in  the  way 
military  operations  are  conducted — the  US  military  is  leading  the  way  today  in 
technological  advancement.  The  success  in  developing  technology  does  not  guarantee 
continued  dominance  on  the  battlefield.  It  will  be  critical  in  the  future  for  the  US  to  go  to 
war  with  multi-national  partners — not  alone.  Today  the  US  enjoys  the  position  of  being 
the  leader  on  the  world  stage.  The  US  is  such  a  young  country  and  history  indicates  she 
may  not  enjoy  that  position  forever.  Therefore,  the  US  must  learn  to  get  along  with  her 
neighbors.  The  US  will  fight  from  this  point  on  as  a  part  of  a  “multi-national  team.”  We 
must  learn  how  to  do  that  to  the  best  of  our  abilities.  Now  is  the  time  for  America  to 
build  bridges  one  step  at  a  time.  That  means  we  must  be  interoperable  with  our  multi¬ 
national  forces.  We  can  do  that  by  ensuring  that  all  of  the  major  commands  create  offices 
or  cells  that  work  multi-national  initiatives.  The  challenge  is  looking  to  the  future  and 
determining  where  to  allocate  precious  resources,  our  people,  time,  and  money.  It  will  be 
extremely  important  that  multi-national  interoperability  be  considered  at  the  beginning  of 
the  acquisition  process  through  to  the  JROC.  Today’s  environment  is  so  complex  and 


33 


fast  paced  that  the  US  ean  not  afford  to  experienee  delays  in  capability  due  to 
interoperability  oversight.  There  is  one  thing  that  has  been  proven  time  and  time  again. 
When  the  US  is  called  to  duty  she  goes  and  she  prevails.  If  the  US  is  serious  about  multi¬ 
national  operations  she  has  no  choiee  but  to  make  it  a  priority  now! 

Notes 

^  Direetorate  for  Command  and  Control,  Communications,  Computers  (C4)  Systems, 

J6B. 
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